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T, 120(37).— FeaT AR, TAAT WAL Afefaae, 2000 (2000 F7 21) Fr a7 87 #HiF
STLTT (1) 3T ITLRT (2) F B (T) 3T G (TS) & FIT T&cq ATFTIAT FT TART Fd g0, AT STATRI0T
(wemadt femfader s RfSes @ifear sma w@fgan) Fem, 2021 &1 37 genas #3 * foru et
Ao FaTeft 8, srafq—

1. "ferm a9 3K IRT.—(1) =7 Rt i Sfereg Jam geEr sty (Feradt RarRder s
=i e fifear sr=me w@tgar) weree A=, 2026 2

(2) T AT 20 FTEET, 2026 FT T givi|
2. AT ST (FeTadt Rermaer i e fifear e w@fgan) e, 2021 #, Fem

2%, —
(%) So-F== (1) §,—
(i) B () F TeaTq Mg @< sia.e o T ST, sriq—

967 G1/2026 )
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“(ITF) ‘T, 9T AT FA-3eT GAAT  FIT AT o7, IiAfda, R,
aritRe, SR, AT 3o srfeer, afa srfver a1 FE ser o=, 397
T AH-39T FAAAE] AT g, AT qg Ed =7 Aigd gl AT a7 & T
%, T AT ag TohelT Fegey HATe & A1eA¥ & g, Si+d, I av
afeafda it T2 2157

(i) BT (F) F TeATq AT @< a1 d T ST, eI —

“(7rF) ‘T w9 & ST T=AT | UHT 57, 97T T AH-g9F TAAT 9T
2, ST Tt e HETe AT STANT FTh FAH T F A7 TR SHF BT H
giora, SHa, ITaRa a1 aRafdd @ T2 21, 39 THE 6 UH goEr
FTEq e, TTHTOT AT T T grat gr e Rt T =f<h a7 =ear &1 29
et =T 71 o #dt g & ag T srefaes =1i=e a1 awatas
THTT AT HeAT H THE B o6 & |, AT THA B ol HHTAAT 6 &9 H, T
BT STTET T I hl AATAAT Bl

g Ig % =9 =T & A & forw, TR gew, 3o AT oo T g
T TATEF T | ST GAAT Tl GHAT ST, STST UHT 27, 397 AT A~
97 GAAT (AT & IT gt a—

(F) FafET a1 agrEa@® d9TEd, &I, IHAT, TRATT G,
BT FHTAS, &Y AT, Tiaead, ar 9 oo gl
7, oo g@rT ==, 397 A7 FA-39F TIAAT & qA, "I AT A §
Tl Al afvaad, g a7 AT seqaisor 951 grar g; 4T

(T) TEATASI, TEQAAT, qIead Siagie HBife (PDF) wrEl, afers
7 FEAT ATHRRN, Mg A¥ee & AT A1 FgEE@T go,

o o SN [enN [ol
AT, TEEAU, TEQERIT AT SATHRTA a’, (stelen SAeqild

AT, FIoqida, AHIET, FTAe-3TLTRT IT ATLTIITHT

AT BT ITANT AT AT &, STEl VAT oI AT TEqA (00T Tohedt
T gearast ar foret e st iae stfsere & 9919 37 S99 &7

IO ST BT € AT
(1) TEIAEAT, TTEAT, oA, AR, fEawr, @sHEar av
FATUITAT H T FIA F (T Fadl He? FETEAT 6 ITTN ,

Y gAY A, 39T AT AA-Z9F TAAT o Tl AT AT 90T &
St fru faaT, Suaia e faar, oRafta fFo fE@Er o
gfer=riera o o=
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ATLT T TSI ; STHTETIOT 3

(@) 3u-fF=w (1) F g Mefoted 3u-fAaw siaeanfua e ST, searq—

“(1%) =9 =T % yaeEt & o, Gfe-fAes 0 % Fa #37 & ow a3gw i
ST ATAT =T 6 HIH H AT F T 005 2, BrEe steaviq {9 3 % 39-
7w (1) % @2 (@) i @< () T4 F99 4 F I9-[97 (2) =¥ (4) onfie g, a&
T o Ta9 | w7 9T sruterd 7 gf, fufed = & ST =T 1 o ariHe w2 5
& H rAitead fohar ST

(18) = TRTHT % TSI oI oY Tagt 7 g% #3d & foru, UageT 98 1% fFar
STTaT g o foreT wregadt g = Madt & squrad 6, S| seasra 49 3 % 39-
e (1), ST-FFw (2) 71 39-F999 (3) & AqETR, AT 3TF Avai(d (el Ieaad &
T IAIh ST SUIRE daadial AT, e eavia sffieries ITRL AT 7T
ST T AT g, T TRIAANSIT e TaTd gid 9, et 9 =1, e steaid
fafes =1 7 ST gE=aT, <21 a1 g9 o ot 8, &1 g2 a1 39 9% 989 H
RS FIAT, ATAIH T g7 79 FT ST-GTT (2) F G (F) AT G (F) & T
fafafde aat w1 Ieeram 7g1 7T SITUem

3. Iaq Few F Raw 3%, —
(%) S9-FFam (1) §,—

(i) @< (@) & T 9 Foferied e giaerod B ST, seaiq—

“() FE ALAFAT, AT ITATHTSA T AT FT &, FA-F-FH TAF A1
AIE § UF A, 94 et ofiw fAfHgw, Fsar fifa, seser s, a1
et ST I ATeA &, WY Ud wAre A &, oAl § srerar wfyam
S ekt s T Pt o o , 72 P e o

(i) 3<% et i fafeew, Fsmar AT a1 ST #0, 9% 98
T oY AT & ST S0, % AT § A T i Rt |, 39
g ATTFR ZAIT o6 3 T STAHISH F Fe? HaT1e a6 oo
T ITANT 6 SATEHTN I TATH AT MATST FT T, AT FATATAT T Fded
FTAT AT Tl ZeTT T I T Tgd &l 7S FT &, IT TATEA,
AT T,

(ii) STET TAT SATATAA-HT, TeHT T a1 [afer o Ioera |, et
TAAT F oI, A, SATALT, TAA, B2, TZT Fe e, SATATS
FIA, THRTAT FA, AT FA, TAGIT FLA, FTAT FLA, TTAT
FA AT ATAT TATT Fled | HATST BT, Agl U ATATAT-HT
o T STaTT SuAThT, ATafa & Iqadt A7 T sv ] [ater
F 17 e A7 Fueaar F1 ARl g1 HFAT 8 37
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(iii) STET UHT Ioea, Jeaa™ g et 3t o srefier foret sraerer
F FT FA F G g1, A% & s anrfer qeer |@tgar,
2023 (2023 FT 46) AAAT ARH AT T ATARl HT HLEA
gfarfa=m, 2012 (2012 T 32) F srefie vaT srawre, et stfqar
&7  giaeaed fFar s sfera g, agt @y f&fdr % Suset &
AT, UH AT T T TTEHIL T (@ [ohaT ST,

(T%) (1) F 3T-ET (i) 3% (i) T s gartaa BFo e, gt 9-Fm
(3) F eI "I T HeFAAT VAT HFE HETE ITAH FIAT &, S
Ffed 9 ¥ ST =41 & T H TAAT o goid, A, ST, THaadd,
SRS, ST, HTAT FIA AT TATRA I TAH FIAT &, ATAT adT & AT
T FATAT &, TAT TLAAAT, TTT STATHTSN 1 AT Th = F T A7 gog
FT fh—

(i) SU-F=w (3) & @ (F) F IU-G< (i) F Ioorad § Hafer =78
STTAT =T & =T H AT & oI, A, ST, Tadd, T,
SHTIA, |TEAT F2A AT AT FHIA o6 [0, T 6 HgeT Fare
T TR AT, ST IAT STAAT AT HTLOT FILT HLAT, TEHT
v fft e % orefiw, S srfaffmm, st = =,
2023 (2023 FT 45), ST It & aTereht T |0 Afa=ay,
2012 (2012 T 32), &% Ffafataea srfaferm, 1951 (1951 &7
43), =it sferee w9or (wfawe) sifa=w, 1986 (1986 FT 60),
AigATell #1 FEAEA T ARE 3cdted (Famor, afhug &
gfedrT) sfafem, 2013 (2013 &1 14) @7 s@fas =ATR
(Frameor) srfarfeer, 1956 (1956 T 104)  Iwaer amfaet &, o
I ATl U IT SUSHIAAT 1 ST FT TRl ; 3T

(i) Su-FF=w (3) ¥ @ (F) F IT-GT (i) FT UAT FI5 Ioardd,

o

frforferd T 20T g1 TehdT 8—

(1) THT G=AT T T &l T AT AT ST Srerar Uet
AT FT geT faaT ST,

(11) |z =7 foReft T ST & sterwrarriera oo o, 279 3v-

T &7 oo A AT STATHT F ITFIRHT THTSE AT

EEECERIKEIEGE

() oy fafer & oA, T SYART #9849 qoIr
SeAHARET  IUATHT Al TgA  FH(AREIHAT B
TR, STt UAT fOrshraeeat, U& Seers 1 T2 27,
sorar TifEa it G & Friva 5 =1 2y o
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(IV) STgt UAT Ioeta, aoaad g et farfer # srefier foreft
AT F HIT Fd o Gaiad g, o I AT
AT |ZAT, 2023 (2023 FT 46) AT AR ATAT F
ATTHT FT @A AfAREH, 2012 (2012 F1 32) F srefiA
T T AT oTtAe g, e afva =7 ¥ gfdesT
TR ST srafera 8, agt @ &t % Sueer & e, i
FUTY FHT A ATTFTE T Tfqaas B ST,

(7Tq) St T TeTad], TALUT |, AAAT ATEAAF AR ITH I T,
AT 3 Il & e T Rt forehT, afars am gEer & e 9,
3Iu-fam (3) = et off Sooree & g9y ®, 3u-fA9w (3) ¥ 9% (F) ¥ 3IU-
T (ji) F AT srserad s w1 & If9d T=@1 F 9 § G967 F g9,
TR T, TR FLA, AT FHA, GTAT il FTTAT FeAAT AT Fled
% HEY H, AT g ATAT 2, dr ag A THaH Ta ITIh Hrears H, SreH
T (TF) F sU-ge (i) § A Friars of onfaer 2771

(i) @<= () H,—
(A) I a7 ®, “BRIE S 9Teat & T U7 ‘T H2E” oreat wiaedTiog o
ST,
(B) 39-w (i) &, 7= (I) §,—
(I)  STEFHeR 90T #, “UHT GAAT ST B o TIISIAT TTrerehd TSRy g0
ST TR o T 9¥ “UHT GaaT1 S e o g3, forfaa smaer
FTT, ITTAra STTEsRTeT gTT ST ersat wiaerfua o sror,

() 997 T E F oW W At aigs Stoertea T ST,
FAT(—

‘o STat UHT AT Ol T ST AT AT &, T2l
TF AT A(AF TAFA ATTFRT T qHRG 2, N F gdT g 30
AEILeA & 98 & A= &1 7 g, 5" =0 @99 § 79w 9 & gqt~a
LR G TTfereha fohaT s 2’|

(@) 39-fF=w (2) §,—
(i) @< (F)H, SU-u< (i) §F—
() TN AT |, “Oag faAl” 9reat & e a2 “g1q faai” ereat giaearuq e
STTUAT; 3%
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() w9 TgE H, “qEqL HEl” AT o T UY ‘G Hel el Ftaeriud
[EQUSILR

(i) < (@) ¥, “24 =" 9Tl TITH T “q7 =’ 9reai Tiaeriua fhu sroan

() S-fA=H (2) % ge=rq Reterad su-fRaw s fHu S, saiq—

“(3) Erifes &7 & SIAT g=eT & daw & STra qrawr il (F) Sl FrE qegadt var
FET HHTY I FAAT &, AT At &7 F AT G271 3 T H =7 % Gord,
ST, ST, THEdd, TR1e, YA, AT FA AT TATT FA ol FeOq FC
TqHAT g, ATATT & THAT g AT TR 4T T &, a8 Tg AT FHT o, —
(i) a8 FFIh 3T AT Tl AT, TS Siaeia Afefee ITHa a7
avg U o oft 8, affRentora #y, arfe et fF s 1, TRy,
Ut foreT ot Fefes = 8 ST g1 F71 g, S, 3ataer, aiadd,
TRTI, AT, FTAT FHIAT AT TATT HAT A 7 g, ST T TgT
Torelt farfer =1 Soetam wedt g1, e sfafaem, ara= = wigar, 2023
(2023 T 45), FTF ToTet & ATt F1 G AfAREE, 2012 (2012 F
32), faewres® ward srfarfa=re, 1908 (1908 FT 6) & Iusier WY oo« &, T
Sraw Ut #rE ot Frefes =7 @ SHa g=ar atrafera g Sr,—

(I) ST 9 O U gAAg AT, SAAqEied ST
oTToror Fereft, e fAsrar afga @y i AsTar &1 91 w2 are,
STAY, AFET, TTAT FIHAT A<H FHLA ATAT g1, T

(1) TReET For=am searest ar foreaT sesgii=e oo & goid, S,
ST T THEAA T TIOMH g, AT

(1) Faehies arRfT, Ay STrET MArETEs o JarT, G T
T & Hetad gr; a7

(IV) TRET STehfae =af<h SrET aTediasd S6TE i "gedT 7 T
==ror 77 e #y, TRt =ics it ag=e, @Y, =, 7,
FAT, AT et T2AT F7 Tfed g F T |, 6T o i TqTa=T

FTAT T & TAT ST TE(T Fh, AT T SATh hl TAAT
Tfgd =T fa=T "ewar F; i
(ii) BT (F) F IT-GE (i) F FA(T A= d Aol g ATAT TdF® UET FAAT
T, TH T T7E € § Fad 6dT ST T 397 T390 | IRl @ g97ar
AT 21, ST "st =7 F = qur oot w9 F AT 2, AT A
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ATLT T TSI ; STHTETIOT 7

Saaeq HT F9T |, Y@ €T F TEANT T T [HI07 & ATead &, Foreer
T TS TgAT [T ST 8k o UHT F=aT ffes =7 9 Siq 9947 2, 5o
ToRelT e HETE T STANT Feh Grord, ST, STTAT AT TRATdd 6T
T 2; i el gET §, G = w9 fiAT a9, Tt ferder sran
T I ATl SEH-THTT T, FSrae U A3 1 qg=maendr |l arreer
2, sraffga fBar sroa, qrfe Uy g=mT % g, S, Iutaer a1 afEdy
F forT Yok WeaadT & FeeT GETde 6 TgaTT il ST 7o,

(@) weTadt, @2 (F) F IT-E2 (i) F ATE T s72rar siqfted o Tw
Fa, TR Hereer, e afgd sgamEat of aftafera 8, % s,
THA AT 2T AT T AT Tl HGM)

4, S Faa s Raw 4 F —
(F) ST-F=H (1) F T9=Tq Meferiaa 3u-fFae siqenfuT oy o, staiq—

“(1%) < Agea ol AT HITRAT Hegae, ST 319w Feges qare 92 et ofF g=er
T Jaf T 2, ATATES FIA AT THIAT FTA ] TAH FIAT &, UHT GAAT 6 T390,
AIATS AT THRT F T, —

(F) ITATTHTAT & Tg STTOIT FHTOIT T T THT FoT [HAfesw 9 F JHq
GRS

(=) THT =TI T LEAT HT FATIT FIA 6 (70, THT AT 6 Ta=T, TTET
ST # T & &A1 H T@d gu, qi=d Jhelent 39T, e favia Aterdes
ITHLIT AT T ITITH T AT 8, TAITIT HT; T

(1) STt Teft Fror A7 FEER g & a2 i avh £ g At
Y H TG &, Tt g R F10 B IH 7 UF ST Aa A7 AT
T % AT, g I9MTd gU [ dqaeq Hufew w7 7 99 g, T2 = § @€
THEAT & yafea BT s

g T8 o STgf VAT Fead! TavTd gl S(Tav g, T T ST=AAT TAT9d gl S[rar

g, T UF wewadt |, =9 et % IeeEw ¥, v fafes w1 7 SHq gEEr w7

ST AT &, TETAT 23T, TTaT I G § FEATS FeA § (A% 2T, v
AT qegady =9 3U-aw F s1ehiw sf=a amaam awaa & et am=T o)

FIHIFIT.— TRl F gL FA & [0, TAgT Jg 92 har Smar g &

HETAYUT 1T HISAT Feaadl T aracd, ITATHT FATTOTST T LEAT FT TATIH
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FA g IREIH 3T THTITAT THAThT SUTT FIA % qAT Tg AT FT dTH
foreqa g o ferelt ot [afes &9 & ST G371 &1, U =90 37 o & & 6T,
FERTET 7 T ST

(@) IT-T=H (4) § “SrRIRERT srearia 39T, fSHeh seavia 39 =T ST AT A<k ol AT
fratera, aeTerTe, agi &1 AR 9T AT Sr=r & et off =9 § =P w2 arer et
FT AT ATEIT AT FIS =T TAAT ST 39 GAAT T Avqaeq F S THE ¢ oy 777 3%
39-fA7w (1) & @ (F) F A9 U HeAadl F FFeT §69rde 9T 94 § gar faar o g v
IH T Tgd A FEHy ohar w3 g, A =T 3 arelt @ athd e # 9game are
AT ITHIT AT 7 T AT &, FLA HT TTA BT 51 F T IT AT Tohet 1907
ST, TSrEe STeaiTa I AT ST ATy GA<h al AT Aaterd, aarente, agi T @ oo
a7 sr=rr &1 Rt off =7 & S w2 arer BT e 91 SIEdr A1 S v gEET S 39
AT Al SAraeq & 31 A g e [\ 3 % 39-F479 (1) & @< (F) * 7T UH "egadr
& FFAST FETEA T Td H geT [T 97 2 A7 37 aF Tg o i raay 6 3w g, #r f=a
FIA ATAT I AT GAAT I T AT SASHEE ITFRAT AT F+F ITIH a A 2,
TR FT” 9reat T SATu|

5. I o & R 7 § “qiT §F 39Uy’ 9Ieal & | 9¥ AT =TT |@igar, 2023
(2023 FT 45)” oTal, i ST FIgh| TG ATUIA |

[FT. &. 2(5)/2025-ATZa< 1]

o > [enN
Sistld DRI, A4 di=4

feroqur: W& fFem I % TS, STETEr, 9 1, @2 3, I9-9T (i) # A= dediw ar.F. M. 139(3),
TG 25 FXar, 2021 FRT TR 60 0 2 ST Joarq Tfeg=ar dedis ar.a1.4. 794(31),
g 28 FgaY, 2022; ATALE. 275(:), d@ 6 e, 2023; 3T ALFLE. 775(3),
AT 22 srFea™, 2025 FIT Gerrtea &7 T o)

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY

NOTIFICATION
New Delhi, the 10th February, 2026

G.S.R. 120(E).— In exercise of the powers conferred by sub-section (1), clauses (z) and (zg) of sub-section
(2) of section 87 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the
following rules to further amend the Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules, 2021, namely:—

1. Short Title and Commencement.—(1) These rules may be called the Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Amendment Rules, 2026.

(2) They shall come into force on the 20 " day of February, 2026.

2. In the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021 (hereafter referred to as the said rules), in rule 2,—

(a) in sub-rule (1),—

(i) after clause (c), the following clause shall be inserted, namely:—
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“(ca) ‘audio, visual or audio-visual information’ means any audio, image, photograph,
graphic, video, moving visual recording, sound recording or any other audio, visual or
audio-visual content, with or without accompanying audio, whether created,
generated, modified or altered through any computer resource;”.

(ii) after clause (w), the following clause shall be inserted, namely:—

“(wa) ‘synthetically generated information’ means audio, visual or audio-visual
information which is artificially or algorithmically created, generated, modified or
altered using a computer resource, in a manner that such information appears to be real,
authentic or true and depicts or portrays any individual or event in a manner that is, or
is likely to be perceived as indistinguishable from a natural person or real-world event;

Provided that the purposes of this clause, an audio, visual or audio-visual
information shall not be deemed to be ‘synthetically generated information’, where such
audio, visual or audio-visual information arises from—

(a) routine or good-faith editing, formatting, enhancement, technical correction,
colour adjustment, noise reduction, transcription, or compression that does not
materially alter, distort, or misrepresent the substance, context, or meaning of the
underlying audio, visual or audio-visual information; or

(b) the routine or good-faith creation, preparation, formatting, presentation or
design of documents, presentations, portable document format (PDF) files,
educational or training materials, research outputs, including the use of illustrative,
hypothetical, draft, template-based or conceptual content, where such creation or
presentation does not result in the creation or generation of any false document or
false electronic record; or

(c) the use of computer resources solely for improving accessibility, clarity, quality,
translation, description, searchability, or discoverability, without generating,
altering, or manipulating any material part of the underlying audio, visual or audio-
visual information;”.

(b) after sub-rule (1), the following sub-rules shall be inserted, namely:—

“(1A4) For the purposes of these rules, any reference to ‘information’ in the context of
information being used to commit an unlawful act, including under clauses (b) and (d) of
sub-rule (1) of rule 3 and sub-rules (2) and (4) of rule 4, shall be construed to include
synthetically generated information, unless the context otherwise requires.

(1B) For the purposes of these rules and for the removal of doubts, it is hereby clarified that
the removal of, or disabling of access to, any information, including synthetically generated
information, data or communication link, by an intermediary in compliance with these rules,
including in accordance with sub-rule (1), sub-rule (2) or sub-rule (3) of rule 3, or upon
becoming aware of any violation thereunder by deploying reasonable and appropriate
technical measures, including automated tools or other suitable mechanisms, shall not
amount to a violation of the conditions specified under clauses (a) or (b) of sub-section (2)
of section 79 of the Act.”.

3. In the said rules, in rule 3,—
(a) in sub-rule (1),—
(1) for clause (c), the following clauses shall be substituted, namely:—

“(c) an intermediary shall periodically inform its users, at least once every three months, in
a simple and effective manner through its rules and regulations, privacy policy, user
agreement, or any other appropriate means, in English or any language specified in the
Eighth Schedule to the Constitution, that—

(i) in case of non-compliance with such rules and regulations, privacy policy or
user agreement, by whatever name called, it has the right to terminate or
suspend the access or usage rights of the users to the computer resource
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immediately, or to remove or disable access to non-compliant information, or
both, as the case may be;

(il) where such non-compliance relates to the creation, generation, modification,
alteration, hosting, displaying, uploading, publishing, transmitting, storing,
updating, sharing or otherwise disseminating of information in contravention
of any law for the time being in force, the user who is responsible for such non-
compliance may be liable to penalty or punishment under the provisions of the
Act or any other applicable law; and

(ii1) where such violation relates to the commission of an offence under any law for
the time being in force, such as the Bharatiya Nagarik Suraksha Sanhita, 2023
(46 0f 2023) or the Protection of Children from Sexual Offences Act, 2012 (32
of 2012) which requires such offence to be mandatorily reported, reporting of
such offence to the appropriate authority in accordance with the provisions of
the applicable law;

(ca) without prejudice to sub-clauses (i) and (ii) of clause (c¢), where an intermediary referred
to under sub-rule (3) offers a computer resource which enables, permits or facilitates
the creation, generation, modification, alteration, publication, transmission, sharing, or
dissemination of information as synthetically generated information, such intermediary
shall additionally inform its users that—

(i) directing, instructing or otherwise causing the computer resource of the
intermediary for creation, generation, modification, alteration publication,
transmission, sharing, or dissemination of information as synthetically
generated information in contravention of sub-clause (i) of clause (a) of sub-
rule (3) may attract penalty or punishment as may be applicable under any law
for the time being in force, including the provisions of the Act, the Bharatiya
Nyaya Sanhita, 2023 (45 of 2023), the Protection of Children from Sexual
Offences Act, 2012 (32 of 2012), the Representation of the People Act, 1951
(43 of 1951), the Indecent Representation of Women (Prohibition) Act, 1986
(60 of 1986), the Sexual Harassment of Women at Workplace (Prevention,
Prohibition And Redressal) Act, 2013 (14 of 2013), and the Immoral Traffic
(Prevention) Act, 1956 (104 of 1956); and

(il) any such contravention of sub-clause (i) of clause (a) of sub-rule (3) may lead
to—

() the immediate disabling of access to or removal of such information;

(IT) suspension or termination of the user account of the user who violates
this sub-rule without vitiating the evidence;

(IIT) in accordance with applicable law, identification of such user and
disclosure of the identity of the violating user to the complainant, where
such complainant is a victim of, or an individual acting on behalf of a
victim of, such contravention; and

(IV) where such violation relates to the commission of an offence under any
law for the time being in force, including the Bharatiya Nagarik Suraksha
Sanhita, 2023 (46 of 2023) or the Protection of Children from Sexual
Offences Act, 2012 (32 of 2012) which requires such offence to be
mandatorily reported, reporting of such offence to the appropriate
authority in accordance with the provisions of the applicable law;

(cb) where an intermediary becomes aware, either on its own accord or upon receipt of actual
knowledge or on the basis of any grievance, complaint or information received under
these rules, of any violation of sub-rule (3), in relation to the creation, generation,
modification, alteration, hosting, displaying, uploading, publishing, transmitting,
storing, updating, sharing or otherwise dissemination of information as synthetically
generated information covered under sub-clause (ii) of clause (a), it shall take
expeditious and appropriate action, including those specified in sub-clause (ii) of clause

(ca);”.
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(ii) in clause (d),—

(A) in the opening portion, for the words “thirty-six hours”, the words “within three hours”
shall be substituted;

(B) in sub-clause (ii), in item (I),—

(D) in the opening portion, for the words “issued by an officer authorised for the purpose
of issuing such intimation”, the words “issued by an officer authorised, by order in
writing, for the purpose of issuing such intimation” shall be substituted,

(IT) for the first proviso, the following proviso shall be substituted, namely:—

“Provided that where such intimation is to be issued by the police administration,
there may be one or more authorised officers, each not below the rank of Deputy
Inspector General of Police, especially authorised by the Appropriate Government in
this behalf:”.

(b) in sub-rule (2),—
(i) in clause (a), in sub-clause (i),—

(I) in the opening portion, for the words “fifteen days”, the words “seven days” shall be
substituted; and

(IT) in the first proviso, for the words “seventy-two hours”, the words “thirty-six hours” shall
be substituted;

(i1) in clause (b), for the words “twenty-four hours”, the words “two hours” shall be substituted.
(c) after sub-rule (2), the following sub-rule shall be inserted, namely:—

“(3) Due diligence in relation to synthetically generated information: (a) Where an intermediary offers
a computer resource which may enable, permit, or facilitate the creation, generation, modification,
alteration, publication, transmission, sharing, or dissemination of information as synthetically generated
information, it shall ensure that,—

(1) it deploys reasonable and appropriate technical measures, including automated tools or other
suitable mechanisms, to not allow any user to create, generate, modify, alter, publish, transmit,
share, or disseminate, as the case may be, any such synthetically generated information that violates
any law for the time being in force, including the Act, Bharatiya Nyaya Sanhita, 2023 (45 of 2023),
Protection of Children from Sexual Offences Act, 2012 (32 of 2012), Explosive Substances Act,
1908 (6 of 1908), and includes any such synthetically generated information that,—

(I)  contains child sexual exploitative and abuse material, non-consensual intimate imagery
content, or is obscene, pornographic, paedophilic, invasive of another person’s privacy,
including bodily privacy, vulgar, indecent or sexually explicit; or

(II)  results in the creation, generation, modification or alteration of any false document or
false electronic record; or

(III)  relates to the preparation, development or procurement of explosive material, arms or
ammunition; or

(IV)  falsely depicts or portrays a natural person or real-world event by misrepresenting, in a
manner that is likely to deceive, such person’s identity, voice, conduct, action, statement,
or such event as having occurred, with or without the involvement of natural person; and

(i1)  every such information not covered under sub-clause (i) of clause (a) is prominently labelled in
a manner that ensures prominent visibility in the visual display that is easily noticeable and
adequately perceivable, or, in the case of audio content, through a prominently prefixed audio
disclosure, that can be used to immediately identify that such information is synthetically
generated information which has been created, generated, modified or altered using a computer
resource and such information shall be embedded with a permanent metadata or other appropriate
technical provenance mechanisms, to the extent technically feasible, including a unique
identifier, to identify the computer resource of the intermediary used to create, generate, modify
or alter such information;
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(b) the intermediary shall not enable the modification, suppression or removal of the label, permanent
metadata, including the unique identifier, displayed or embedded in accordance with sub-clause (ii) of
clause (a).”.

4. In the said rules, in rule 4,—
(a) after sub-rule (1), the following sub-rule shall be inserted, namely:—

“(1A) A significant social media intermediary which enables displaying, uploading, or publishing
any information on its computer resource shall, prior to such display, uploading, or publication,—

(a) require users to declare whether such information is synthetically generated
information;

(b) deploy appropriate technical measures, including automated tools or other suitable
mechanisms, to verify the accuracy of such declaration, having regard to the nature,
format, and source of such information; and

(¢) where such declaration or technical verification confirms that the information is
synthetically generated, ensure that the same is clearly and prominently displayed with
an appropriate label or notice, indicating that the content is synthetically generated:

Provided that where such intermediary becomes aware, or it is otherwise established,
that the intermediary knowingly permitted, promoted, or failed to act upon such synthetically
generated information in contravention of these rules, such intermediary shall be deemed to have
failed to exercise due diligence under this sub-rule.

Explanation—For the removal of doubts, it is hereby clarified that the responsibility of the
significant social media intermediary shall extend to taking reasonable and proportionate
technical measures to verify the correctness of user declarations and to ensure that no
synthetically generated information is published without such declaration or label.”.

(b) in sub-rule (4), for the words “endeavour to deploy technology-based measures, including automated tools
or other mechanisms”, the words “deploy appropriate technical measures, including automated tools or other
suitable mechanisms” shall be substituted.

5. In the said rules, in rule 7, for the words “the Indian Penal Code”, the words, figures and brackets “the
Bharatiya Nyaya Sanhita, 2023 (45 of 2023)” shall be substituted.

[F. No. 2(5)/2025-CyberLaws]
AJIT KUMAR, Jt. Secy.

Note: The principal rules were published in the Gazette of India, Extraordinary, Part II, Section 3, Sub-section (i), vide
notification number G.S.R. 139(E), dated the 25" February, 2021 and subsequently amended vide notification
number G.S.R. 794(E), dated the 28" October, 2022; G.S.R. 275(E), dated the 6" April, 2023; and G.S.R. 775(E),
dated the 22" October, 2025.
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