WP NO. 8403/2025 (GM - POLICE)

IN THE HIGH COURT OF KARNATAKA AT BENGALURU

[NEWSPACE RESEARCH AND TECHNOLOGIES PRIVATE LIMITED
VS. THE STATE OF KARNATAKA AND OTHERS]

10.09.2025

(VIDEO CONFERENCING / PHYSICAL HEARING)

CORAM: HON'BLE MR. JUSTICE M.NAGAPRASANNA

ORAL ORDER

The following order was passed on 25-04-2025:

(1)
(ii)

(iii)

(iv)

(V)

ORDER
Writ Petition is allowed.

Crime in Crime No0.1025 of 2024 shall now be
reinvestigated by a Special Investigation Team
comprising of:

Sri Pranab Mohanty - IPS, Director General of
Police, who shall head the Team.

Sri Bhushan Gulab Rao Borase - IPS
Smt. Nisha James - IPS

Mandamus issues to the 1st respondent/State
Government to forthwith hand over the
investigation to the Special Investigation Team
aforesaid.

The Investigating Officer shall transmit the entire
papers of investigation, if any, conducted to the
said Special Investigation Team.

The Special Investigation Team so constituted
shall submit its report within 3 months, from the
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extent:

(vi)

(vii)

(viii)
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date it is constituted, and a copy of the same be
placed before this Court thereafter.

Copy of this order shall be furnished to, the Chief
Secretary, Government of Karnataka; the Principal
Secretary, Department of Home Affairs; the
Director General and Inspector General of Police,
Government of Karnataka, for the implementation
of paragraph No.13 of the order.

The steps taken towards the implementation of
the clause (vi) supra, shall from time to time be
placed before the Court.

List this matter on 02.07.2025 at 2.30 p.m., for
further hearing.”

amended on 02-05-2025 to the following

Sri Pranab Mohanty - IPS, Director General of
Police, who shall head the Team.

Sri Bhushan Gulab Rao Borase - IPS

Sri Sharath M.D. - Superintendent of Police -
CIiD.”

A direction was issued to the Government to take steps towards

implementation of creation of Cyber Command Centre (‘CCC’

for short) which was thought of at paragraph-13 of the order.

Paragraph 13 of the order reads as follows:

“13. The State thus must recognize the existential

threat and evolve, failing which, justice to those victims
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will become a mirage. It is again in public domain that
the State of Karnataka recognizing the huge problem of
cyber crime, has in fact come up with a novel idea of a
cyber command centre, to be headed by an officer of the
rank of the Director General of Police. If a cyber
command centre is established to combat cyber crimes
and strengthen cyber security, it would usher a new
beginning of tackling the new age crime with new age
investigating centres. This is the paradigm shift that is
imperative. Such cyber command centres should be
made meaningfully functional by appropriate officers
manning such cyber command centres. It is only then
the State will leap forward to tackle the emergence and
growth of cyber crime, failing which, the citizen who has
been a victim of cyber crime or cyber frauds will never
get justice. Therefore, the State shall endeavour to give
life to the cyber command centres or constitute a
separate wing to tackle cyber crime like the CCB, which
could be a cyber crime investigation bureau. The
aforesaid direction has become imperative for the
reasons indicated hereinabove. Such Investigating
Agency will be a pioneer in the new age crime by a new
age investigative branch.”

It was directed that the State must recognize the existential
threat and evolve, lest justice to those victims would become a
mirage, as the nation and States are grappling with the huge
problem of cyber crime. The aforesaid order was tossed before
the Apex Court and the Apex Court decline to interfere with the
order and the observations made in the order. Therefore, the

petition is kept pending for issuance of continuing mandamus.
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2. The State has now come up with a Government Order,
in furtherance of the order passed by this Court quoted supra,
to combat cyber crimes and strengthen cyber security. This
Court had directed such a measure to be taken to usher in a
new beginning to tackle the new age crimes, by establishment
of new age investigating centres. The paradigm shift was
thought to be imperative. The said order also recommended, to
endeavour, to give life to the CCC or constitute it as a separate
wing, to tackle cyber crime, akin to the CCB of the yore, which

would be the cyber crime investigating bureau.

3. The learned Amicus Sri B.N. Jagadeesh has placed on
record the developments that have taken place in the State
Government, with regard to the steps to be taken towards
implementation of directions at paragraph 13 of the order, as
noted hereinabove. The learned Amicus has placed on record a
Government Order dated 02-09-2025. The Government Order
in effect brings in the thought of this Court, in terms of the

order quoted supra. The order reads as follows:

“BIFE38 BTF0RE IBIVN




-5-
WP NO. 8403/2025 (GM - POLICE)

dRod: O'aa%domaﬁ JB0° 0B0eE PO DIRNYRY Torie Woriwed SMd
PO Bea~oees® mdéoja@mﬁ T 00° BTG PO mﬁﬁvag( 8.3,
R 00" B0t 3BT PEIE, WwITBIT DOBD.

LBUING:

(1) S3¢0B ©8Bed Joad;: BB 29 o 2019, BF208: 16/12/2019.

(2) S5¢0B ©8Bed Joad: BB 177 o 2024, BF208: 09/04/2025.

(3) B50r0B ©8r3ed Joad: BB 177 o 2024, BFT208: 01/08/2025.

(4) S50 wHERWS Bosl: Berd 177 2t 2024, H003: 01/08/2025.

B

ched) LTRG (1)3 60380 Porised INCTO 08 CEN @pders
DOBNYRY, RyBRONNT, S03VBEY BoBBOZTN wTWRA 43 ...
BpOers DIBMVRY RyBBONDIT.

Ded LBB (2)8 STeIBY Beresd TRBY TPIWN  J 0
B0 33 (Cyber Command Unit)ddg( m@c?x%, A28 B Syers
3 DB JR0° UBOBNY FUBSSY, FoOLEASRDSDHS  BGrieto ot
BT WeBFBI Tt B0l FLBB DY WwYBBIUING. F0f
©B0eRE, JooRAITOZ 43 A.R.0F°. FpOeTF TENY DeeDTIODRY,
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383370 3.

e LB (3)3 wBeBBY CR@W 43 . Q.. PO’ ToBRFRY, &T00°

9R03 R’ vamnword (Cyber Crime Police Station) Shdhatmedesdd,
ATO BT wmoey Feder wemndg Femo Information Technology Act-

2000 IPC/BNS ©80b® meaererds @,806nvsy @103 Dod3dw morie 38
3,1 %) 8T8 ed 8redJeaNd.

e LB (4)3 wRTRUIDY J;0° 0T0G TpOeT TomNY
DB, INOBETUNT.
DAB B ARINBOR BB S DA F30° WBTITNY FIBIY,
OFF.D., B3I0° OTTG deIort DB) OFF.D., A.63.80° BFNRLeodrt deddod
BeBEBI J0° B30T FLBB DA WwIBBIDToBabe .0.8. Jeyrid
ReIBY FahE ATLDM3DS ;07 B0y Zpde® o (Cyber Crime
Police Station) @3 o' wzoegy Zodnemwoodmd, (Cyber Crime
Laboratory) were 23ornised Snd epdex® Bdeadees
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RSB Fo0hE ATELDSDHT Fy0° BB0G FpOeTF DB IX ;00°
B0T FLIBT DY WIBBDYTD TRBSowD @BOMe3d T 0° a0t He3sd
FoaF ALY Bt B¥B0BoZ ANBBBD B8T3edIT.

T5ros swe3 :10935 1R 177 28 2024, Worided), Hoe0s:
02/=333,0000°/2025.

BTeBIDY ISOIDS ©oBMY &I Soh J0° BIyeor FLBIY,
BB B2abEDYDDRY, 85 3¥B0B03 INDBB B8TedIT.

(1) B203: 09-04-20258 65Te3TO .20.8. FoZdoT FF8 Fah) I T 0°
OBOIG PUBTRY, FVVFATFHLDADT BGrisood eseBA 07 0T
PBT T, LYBBIOINGD VDNV .S, (2.8.8) D) OFF.3. (3.63.650)
DRV, D) ©BES BFAVRY, 8.8, T,0° BAROE OF0 8BIZE,3 T
2VBBIB;

(2) 43 To¢ oI0E e ©oE, A.0.8. IPnd  HITO
Fo0DEASE DD B0 BB0G Fpdes® ToBodbY, Forte Worwed IS
ZpDe® BemTee* wRESBY FooDFATELDEHT J;00° VTTIG FPpOLTF
DoRabR Torte ¥ Bwod FYRJWBRWT JR0° WB0NG RO DB
8.8, F,;00° 337000 TS0 S00drSTH FeBBeY,B3,w);

(3) Jowokes, SLALNRYY Beod, m@dd@md)d ZpOe® BPeZID), T3 I0° VTTIY
BpOeR DomnY DeenxzmadreN Link Officer A 5200 ABEHDRJD. s
Seendymed Link Officer Rwd F00° 09@00g Spdes® TasRndnt JowodAT
Boabenen Ses) 8.8, F00° 3700E T30 ST SBE3B,RY;

(4) Information Technology Act =02 Aadhaar Act SRODH 2R TFTNTI),,
®orie Gr.50 07 edd B, S0l ajédmrﬁ?ﬁ& BEabheN &,00° BTG
RO TIBNYY Do) IoBI3Z,W).

(5) ox.d., aa‘.&.eso‘.a./o%.&.cswa% QBD GV Y TRLE  PTTOHTOITN
(Deputy Chief Information Security Officer) s3rs3, B LAITR,

(6) SBoah3 B8BLSRFO DA FPDeRF REFBD (Je3esTF) TID Bed VYIS
o wmed ©RB0MwN (DDO) 83¢a; AT bI3BWY;

(7) 3.0.8. STTH3ODS S00° W@B0G Fodeerooadad, (Cyber Crime
Laboratory) &;00° Bheor sy, IMecdbTen B Toleemowodd) *®IST
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FUBNWD  Torle  FpOeTF DRnet  [owodIT  Feobed, Swodadwe
ATEHDID. VBT D00 OFF.d. (2.4.8) TSD IS HISB,;

(8) aFF.d. (A.3..50°) TSTDH TR0 WTTIPNET JooT[E, BpeeF oY
edR3008 DR) JW0° B0t 1t FooRIT ¥3T STefed DI BBETS,3
FooDFMYRY ASFRISZ,D.

BVIFE3B cmséme)d [Slaldsprple]
DB ¥TT BIOIY,

R0 /-
02/09/2025
(B.ox°.332)
TSe0B e ZoaeB e,

wYIBEB Qs (Bpdex’ 523.) .

The Government Order is in implementation of the earlier
Government Order dated 09-04-2025. The said Government

Order read as follows:

Bonsedh, dFeos: 09/90e5°/2025.

BTBIDY  ISOIDS oY I JDY BToresd ToRTWO
BRIWN Fw0° Bareor e3d (Cyber Command Unit)33y 3v¥sordod

A BTeBAT:-

1) 08 B3OS BRD, werdd I D) 07 WB0E WD
BeBERD, B.A., F30° 30T 20T BBFDESOD, FBETT BT @y
SI0DETDE, WY IBVS Q8 VST 9REIBY) S0 ATF OB [T,

2) RBo SIeodF FuBY SMende  ©IBTODT DGR,
DOFITFODIDT 3D T DPOPBAIMYRY  WYIBE0ED
SODFABF OB BT,
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3) A28 PBOI VedE TP WD) J 07 WBOITNY  FLIBIY,
FIDFATELDSDHT BN oD JDBAOT IeTERD T0° Beoor®
FEIBB YA wYBBIT.

4) 43 2.2.0%°. PO TR T;0° VTV, TowoRIToZ &;00°

B0TF F3E3BF, FAODFTTD BBRWR),B03 JeeddT.

5) 0 0B0EE, [ooRIToZ 43 d.R.0FF. FpdeS® vownY
enRDT0RY, TBowogdRey SDNFPOS  Beod, m@ﬁdegdod 3pOe®
©eZSON SHI FDTLISE,D).

6) 8.3. J;0° B0t CID ToR W Bway wWobd WTZTe WRZOWIN
(Chief Information Security Officer) sSeress J0° JBR08 @edd-
2023d§® FRAB ASCLD3DS  B.2. (&.&.d%.) BIBEDBY,
SoDTTIZB, D).

7) 3, b3 BohIR DI IFew Ideed IR SBREDT Seween
)BT HDSDIB DB FDI,0hT BewevoN IzeFTB 8r3ed Fosl;: T’
8 45 % 2024, DIJ003: 14/03/202430 TBJTNDS 0B REJIID
TDZ,0 ID3abY (MDCC) 0.8.28.8/8.8.8, 2.20.8. (F,20° vx008 H3)
S7oT3 D) TBT BN B.2., & ,200° S20TF T, FeDIT.

8) 3@, b3 DIF) TT° OTCFNY BTREDIZ D) ISeBBOD
DeenDeed B JBFTT B8Ted Jol;: TR 45 dLd 2024, HTJ003:
26/08/2024390 o3 My® [VBSC OFFSDY TIBUNDT T
©z30nE J3ahY (Special Empowered Committee) ©.8.23./8.83.3,
2.0.8. (F,00° 03038 DR Srer8 S3Y) J,200° BTe0mTITRY, FecT.

B 3B cmséme)d 333D 99T

DB) ¥TT BIOIY,

Ao/~
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9/4/2025

(3.25°.533%)
VB0 Qe FoaET D,

wYIBEB QWS (BpOe’ 523).”

The said Government Order establishes the CCC, but mere
establishment would not be enough. If it remains inert, it
would only become a paper implementation, in the face of
growing menace of cyber crimes. This CCC should not be a
mere edifice of bureaucracy, but a paradigm shift, a
beacon heralding a new dawn in the fight against cyber
crime. Giving it teeth in its true perspective would be
making the CCC emerge as new age antidote, to meet the

new age crimes. Therefore, it must be robustly fortified.

4. The Court underscores that the CCC must be insulated
from external intrusion. The Officers that are brought under
the umbrella of the CCC must serve with continuity and without
disruptions of frequent transfers. Only then, CCC would remain

stable and transparent.

5. Clauses (1) to (8) of the Government Order dated

02-09-2025 are a welcome, this Court has no reason to believe
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that the Government Order would only remain on paper. To
make it more effective, it is imperative that the officers of the
CCC, particularly the person who heads the CCC, the Director
General of Police, must not be transferred, except owing to
exceptional circumstances, so that the functioning of the CCC
should not remain illusory. The head of the CCC and his team
working in the CCC must not be overnight de-positioned,
without the consultation of the head of the CCC. I make it clear
that it is consultation and not information, as any investigation
by the CCC underway, should not be thwarted by repeated

change of officers of the CCC.

6. The Director General of Police of CCC shall submit his
report to this Court through the learned Amicus, showing
progress in the investigation of cyber crimes or integration of
all information and technology cases to be done under one roof
i.,e., CCC. It would be the duty of the CCC to ensure
transparency in the functioning of the Centre and take steps
towards such transparency, including alleged corruptions within

the Centre.
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7. Yet another aspect that is glaring is that the
complaints of cyber crimes are reported to 1930 helpline. The
helpline 1930, presently the hub against fraud, must be
integrated within the framework of the CCC. I say so, as
presently, it is in public domain that the 1930 helpline works, in
the following manner: Any citizen would call that he has lost ‘X’
amount of money in a cyber fraud. The Officer who receives the
call makes a call to the Bank in which the amount is deposited
and directs marking of a lien on that account or that amount of
the caller and in extreme cases directs freezing of the account
and after a few days would de-mark the lien and de-freeze the
account. All this happens without a document, as no crime is
registered. Therefore, it is necessary for the helpline 1930 and
the conversation therein to be recorded as a part of the
police/information technology system and if necessary draw up
a zero FIR against each of them. It is imperative that 1930
helpline be integrated with the Police IT application that is

subsisting and all this to be a part of the CCC.

8. As on today, Cyber CEN Police Stations that are
existing have within them far Ilesser crimes registered

concerning offences under the Information and Technology Act
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than the jurisdictional police stations. The jurisdictional police
stations are sometimes ill-equipped to investigate cyber crimes.
It is, therefore, the CCC is envisaged. It is necessary that there
should be integration of the system of jurisdictional police
station and the CCC for every offence i.e., a cyber crime to be

brought under the umbrella of the Command Centre.

9. If all of what is aforesaid is not complied, in today’s
world, where crimes are faceless, investigations would become
baseless. In a faceless regime of criminals operating from
anywhere at the click of the mouse, which should be tackled by
the Investigating Officers who create an antidote to those
mouse clicks from the hands of perpetrators of cyber crimes.
Therefore the Officers, particularly the head of the Command
Centre, should not be frequently moved out of the Centre,
unless warranted at least until a year or two, till the teething
problems of the Command Centre or the birth pangs of the
establishment does not get obviated, particularly the head of
the CCC. The State is expected to make the CCC robust,
people-friendly, deft and ironhanded to handle cyber crimes. In
that light, steps taken towards the aforesaid observations also

be placed before Court on the next date of hearing.
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10. It is noticed, in terms of the information so placed by
the learned Amicus that, in 2023 the cases concerning IT Act
reported in the CEN Police Station were at 15543 and other
police stations were 6710. But, if the graph is seen between
2023 to 2025 the other police stations have 22827 cases and
the CEN Police station has 31791. This is what would hamper
investigation, if they are not brought under one roof, as the
cases reported concerning the offences under the IT Act in
2021 were only 8396. In 2025 it has grown to 30000. The
statistics testify the burgeoning scourge, where once 8396
cases were counted in 2021, by 2025 the number has swelled
into an alarming 30000. The graph has climbed steeply, a
chilling reminder of the exponential growth of cyber crime.
Thus, the CCC is not an option, but an imperative born of

necessity.

11. Insofar as the present case is concerned, the status
report is placed before the Court. The investigation is said to be
progressing in an appropriate manner. Therefore, the report of

investigation once it gets completed be placed before the Court.
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12. List the matter on 24-09-2025 at 4.00 p.m. for

further hearing.

Sd/-
(M.NAGAPRASANNA)
JUDGE

bkp
List No.: 1 SI No.: 176



